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Abstract—A blind watermarking technique for protecting 
topographic data from illegal use is proposed, taking into 
account four rules, i.e. usability, invisibility, robustness, and 
blindness. The technique firstly determines two feature layers 
and selects the key points from each layer as watermark 
embedding positions; then it shuffles the watermark and 
embeds the watermark in the two layers, respectively. To 
detect the watermark, a similar process for obtaining the 
feature layers and the key points in the watermark embedding 
process is carried out first; then the coordinates of the key 
points are detected to extract the embedded watermark; finally 
the similarity degrees of the two versions of the extracted 
watermark is calculated, by which the conclusion on whether 
the data contains the watermark is made. Our experiments 
show that the technique can resist the attacks from data format 
change, random noise, similarity transformation, and data 
editing, to some extents. 
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I.  INTRODUCTION  
Topographic map data is of great value and importance; 

because the acquisition of such data is a high cost process, 
and it is the most fundamental components of a nation’s 
spatial data infrastructure. Consequently, it can not be freely 
used without the owner’s permission. Nevertheless, the rapid 
development of computer communication and Internet 
techniques make it easy to duplicate and distribute digital 
data via networks, which troubles the data owners for 
protecting the data from piracy. 

Digital watermarking provides a viable solution for this 
dilemma. A digital watermark is an imperceptible but 
identifiable digital signal or mode embedded in the host data, 
while it does not affect the host data’s usability [1]. There are 
four important rules that should be obeyed in any successful 
watermarking techniques [1]. First of all, the embedded 
watermark should not degrade the quality of the host data. 
Secondly, the watermark should be perceptually invisible to 
data users to maintain its protective secrecy. Next, the 
technique must be robust enough to resist common data 
processing attacks and not be easily removable by illegal 
users, but only the data owners ought to be able to extract the 
watermark. Finally, the watermark should be blind if it is 
difficult for the data users to obtain the original data and the 
original watermark. Have not only the techniques of digital 
watermarking received a great deal of attention to ensure 
copyright protection for video, audio, and image data, but 
also it has become a hot issue in the community of Geo-

Science for protecting vector geospatial data from piracy. 
Generally, there are two categories of watermarking 
algorithms in this area, i.e. space domain and transform 
domain. The following presents a critical analysis of the later, 
for this paper aims at proposing a watermarking approach in 
space domain. 

Most of the existing space domain algorithms [2,3] based 
on the idea of changing the positional relations of the points 
in vector maps. The principle of these algorithms are as 
follows: subdivide a vector map into rectangular blocks of 
adaptive sizes according to the density of vertices, and 
embed each bit of the watermark by displacing the 
coordinates of a set of the vertices in the block. There are 
also many algorithms [4,5] insert new points into the original 
data and take them as the watermark embedding positions. 
Moreover, an algorithm proposed by Jia et al. [6] inserts the 
bits of the watermark into the least significant bits (LSBs) of 
the coordinates to make the watermark capable of resistant to 
the data revision. The advantage of space domain algorithms 
is the precision of the watermarked data is controllable, and 
the watermarks generated by these algorithms are generally 
resistant against additive random noise, similarity 
transformation, and vertices revision, to some extent. 
However, none of such algorithms are blind in detection 
process. 

To critically sum up the above review on the 
watermarking techniques in space domain: (1) the space 
domain algorithms prevail over the transform domain ones in 
preserving the precision of watermarked data. (2) They do 
not differentiate among point, linear and areal objects, and 
little of the spatial characteristics of geo-spatial data is taken 
into consideration in the existing algorithms. (3) None of the 
space domain algorithms are blind in detection processes. 

II. WATERMARK EMBEDDING ALGORITHM  

A. Line of thought 
To overcome the shortcomings in the existing space 

domain algorithms for topographic map data, some 
appropriate strategies are employed in the new approach. 
These include: embedding of the watermark twice to make 
its detection blind; using key points of the features as the 
watermark embedding positions to improve its robustness; 
and utilizing the LSBs of the key point coordinates to 
maintain the quality of the watermarked data. Based on these 
strategies, an algorithm for embedding watermarks in 
topographic map data is proposed, including three 
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procedures: determination of the feature layers, selection of 
the key points, and embedding of the watermark. 

B. Determination of embedding feature layers 
The feature layers selected for the watermark embedding 

should abide by the following rules. 
● At least two feature layers need to be selected for 

watermark embedding. 
● The number of the points in each selected feature layer 

should be greater than N ( is the bit number of the 
watermark). 

N

● The more important a layer is, the more probable the 
layer should be selected.  

● Control point layer is not allowed to be selected. 
In this approach, two feature layers are selected. They 

may be linear or/and areal. 

C. Key point selection method for linear feature layers 
To detect key points from linear features, both geometric 

and geographic characteristics of the feature should be taken 
into consideration [7,8], and different methods are needed for 
different feature layers. Here, roads are taken as a 
representative, and a new method for key point detection in 
the road layer is addressed, comprising the following three 
steps. 

Step 1, Calculation of topological relations. This includes 
the calculation of the connectivity and adjacency relations 
among the lines, and the construction of the road entities 
according to their topological relations. 

Step 2, selection of road terminals. Suppose that there are 

total roads. The length values of the roads are sorted in 

decreasing order. If

1N

1 2
NN >

, select 2
N

terminals of the 
roads that own greater length values as the watermark 
insertion positions, and end the procedure; or else, select all 
of the terminals and go to step 3. 

Step 3, selection of the intersections. Firstly, 

select
12

N N−
roads that each road satisfies the following 

two criterions: (1) it has intersections with the other roads; 
and (2) at least one intersection has not been selected for 
watermark insertion. Secondly, obtain the key point from 
each of the roads by: (1) calculating the distance between 
each unselected intersection and the line segment linking the 
two terminals of the road; and (2) select the intersection with 
the greatest distance as the watermark insertion position. 

D. Key point selection method for areal feature layers 
The areal feature layers that consist of connected 

polygons and that consist of disjoined polygons should be 
differentiated in the key point selection methods, due to their 
different geometric characteristics.  

The method for key point selection from connected 
polygonal objects consists of the following five steps. 

Step 1, construct topological polygons of the feature 
layer. 

Step 2, calculate the number of the joint points. A joint 
point means the point is owned by at least three polygons. 

Step 3, calculate the degrees of the joint points and the 
length values of the common edge owned by two polygons; 
and then sort the joint points in decrease order by their 
degrees. If two joint points have same degree, they are sorted 
in decrease order by the sum length values of the edges they 
joint. Save the sequence number of the sorted joint point in a 
1D array B . 

Step 4, let the total number of the joint points be . 

If , the joint points whose sequence numbers 

between

jN

jN N≥

0B and 1NB − are selected as watermarking positions 
and the procedure is ended; or else, select all of the joint 
points and go to step 5. 

Step 5, sort the length values of the common edges of the 

polygons in decreasing order, and select edges with 
greater length and extract one key point from each edge. 

jN N−

A disjoined areal feature layer consists of topologically 

separated polygons. Suppose that the polygon number is . 
To obtain the key points, the following steps are needed. 

dN

Step 1, the area of each polygon is calculated. 
Step 2, the areas are sorted in decreasing order. 

Step 3, if , take polygons with greater areas 
and select only one key point from the vertices of each 
polygon; or else, select one or more than one key points from 

each of the polygons so that the total number of the key 
points equals to .  

dN N≥ N

dN
N

    A method based on deviation angles and the polygon’s 
edge length values is used for selecting key points from each 
polygon. Firstly, sort the deviation angle values in increasing 
order and save the sequence numbers of the corresponding 
vertices in a 1D array, sayV ; and then delete the sequence 
number in V whose corresponding vertex owns a joint edge 
shorter than the mean length of the edges. Finally, select the 
required vertices according to the sequence number of the 
vertices recorded inV . 

E. Watermark embedding 
The watermark used in this technique is a string. To 

increase the difficulty of removing the watermark, the bits of 
the ASCII codes of the characters in the string are shuffled 
first; and then the bits are embedded in the LSBs[6] of the 
coordinate x (or y ) of the selected key points. 

III. WATERMARK DETECTION APPROACH 
The purpose of watermark detection is to find if the data 

set contains the specific watermark. Four steps are needed in 
this process: determination of the embedding positions, 
extraction of the bit chain, reconstruction of the watermark, 
and comparison of different versions of the extracted 
watermarks and the decision making. 



Step 1, determination of the embedding positions. Firstly, 
the information about the watermarked layers is obtained 
from the previous recording. Then the key points are selected 
from each layer using the same methods as the ones used in 
watermark embedding. The obtained sequence numbers of 
the key points from the feature layers are recorded. 

Step 2, extraction of the embedded bits. Read each LSB 
of the coordinate x of each key point in turn and form a bit 
chain using the bits extracted from each layer. 

Step 3, reconstruction of the watermark. This is an 
inverse operation of the watermark shuffling in the 
preparation of the watermark. 

Step 4, comparison and decision making. The equation 
for the calculation of the similarity degree of any two bit 
chains with same number of bits is as follows. 

    

sND
N

=
         

where, is the similarity degree of the two bit 

chains;

D
sN is the number of the bits with equal value in the 

two bit chains, and is the total number of bits in one bit 
chain. 

N

If the similarity degree is greater than the given threshold 
value, it can be concluded the data contains the watermark. 

IV. EXPERIMENTS 

The proposed approach has been implemented in Visual 
C++ (Version 6.0). To verify its correctness and soundness, a 
set of experiments have been done using various data sets. 
One of the experiments is presented here. The data set is a 
topographic map at scale 1: 50,000 (Figure 1), comprising 14 
feature layers, provided by the Surveying and Mapping 
Bureau of Gansu Province, China. The data is in SHAPE file 
format. The roads (linear) and settlements (areal) are selected 
for watermark embedding. The watermark is the string 
“Gansu Surveying and Mapping”. 

The approach is evaluated from the following four 
aspects. 

(1) Usability: The usability of the watermarked data can 
be evaluated at scientific level by means of analyzing the 

relative errors of the data. According to the calculation and 
statistic of the positional changes of all coordinates x used 
for watermark embedding, none of the relative error is 
greater than two times of the mean square error (the 
tolerance value of most standards for spatial data) of the 
coordinates x ; so the data with the watermark can still be 
used.  

(2) Invisibility: Figure 1 is the overlapped visualization 
of the original data set and the corresponding watermarked 
feature layers. It is difficult to visually tell the difference 
between them. 

(3) Robustness: Five operations are exerted on the 
watermarked feature layers of the data set. The data format 
change and similarity transformation have no effects on the 
watermarked data. The other three operations and the 
corresponding similarity degrees between each pair of 
extracted watermarks are listed (Table 1). Our experiments 
have identified that if the similarity degree is greater than 
0.70, the two layers usually contains the same watermark. 
Table 1 tells that the watermarking technique is robust to 
resist the attacks from random noise, data deletion, and data 
insertion. 

TABLE1 TEST OF THE ROBUSTNESS 

Index Random 
noise attack

10% points 
deletion 

10% points 
insertion 

Similarity 
degree 

0.927 0.918 0.890 

 (4) Blindness: Neither the original data nor the original 
watermark is needed in the watermark detection process, so 
this is a blind watermarking approach. 

V. CONCLUSIONS 
A blind watermarking approach to the copyright 

protection of vector topographic data has been proposed in 
this paper, which fills the gap in this issue. The approach 
embeds the watermark in twice in the host data. The 
watermark embedded by this approach does not change the 
topological relations among spatial objects, is perceptually 
invisible to data users, and is resistant to data format change, 
similarity transformation, and data editing, to some extents. 

The approach has been implemented by the authors and 
the software has been used by the Lanzhou Bureau of Land 
Resource, Gansu Province, China, for duplicating data using 
hard discs and CDs, and distributing data via internet. 
Therefore its soundness and validity has been proved. The 
data used in our experiments are all topographic maps, so 
whether this technique is adaptive to other types of vector 
geospatial data needs further investigation. 

Figure 1.   Data set used in the experiment (academic use only) 
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